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Connectivity Guide

In order to synchronise data from the handheld device to BrightXpress, there must be
a TCP/IP network connection. There are several options when considering how to
connect the handheld device to BrightXpress. Connection options range from serial,
USB, infrared, Ethernet, 802.11x, Bluetooth, modem, and Virtual Private Network
(VPN).

Network Connection via Microsoft ActiveSync

ActiveSync is the basic synchronisation software provided by Microsoft, for the
Pocket PC and Windows CE devices. It is supplied with the devices, and
downloadable from the Microsoft website.

Usually the handheld device comes with a cradle, for battery recharge, and connection
to a host computer, via a serial cable.

Once a device is connected via ActiveSync, it will be granted the same connectivity
as the host computer. So, if the host can connect to BrightXpress, then the device will
also be able to connect. It is not necessary to have an ActiveSync Partnership to
connect.

The host computer may be connected to BrightXpress via LAN (Local Area
Network), or it may be connecting via a VPN (Virtual Private Network). In either
case, a connection via ActiveSync is possible.

With this type of connection, there is no security compromise, because it is point to
point and the user is already authorised to use the host computer.

Network Connection via Wireless LAN (WLAN)

Some handheld devices provide integrated wireless LAN functionality. In this way,
the device may connect with the WLAN access point and then to BrightXpress on the
LAN.

Wireless LAN (WLAN) connectivity is useful in a controlled environment, such as a
warehouse, that can be fully illuminated by wireless access points. This method
offers cheap, reliable, and fast synchronisation.

Using WLAN, it is also possible to gain web access via remote hotspots, and this may
also be used as a method to synchronise.

Security is of important concern when considering deploying a WLAN. For the best

security, use Wi-Fi Protected Access (WPA) instead of WEP encryption. The
weaknesses in WEP have been well publicised.
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Connection via mobile phone

The handheld device may have built-in telephone functionality itself; such as Pocket
PC Phone Edition. Otherwise, a connection may be made between the device and an
external phone via cable or Bluetooth.

BrightForms can then be configured to make a dial-up connection using the phone.
The dial-up connection may be set up with a modem and remote access service, or
with a VPN provider.

Connection via RADIUS service

RADIUS stands for Remote Authentication Dial-In User Service. This type of
connection allows remote users to access the company's computer network via a third
party provider's secure private network.

The provider has a managed core network that centrally co-ordinates the different
connections used by the remote staff and establishes a private session between the
remote worker and the company's computer network (LAN).

To enable secure access, the provider creates a unique 'realm' for the company within
the provider’s secure private network. This securely partitions the services from other
organisations and ensures that only authorised staff have remote access.

Remote workers usually can access the network using fixed line dial up, and ISDN
connections, as well as wireless mobile connections. Remote workers log on using a
username and password. The username includes a unique 'realm' identifier. In this
way, traffic is routed to the company network.

The usernames and passwords are set-up using RADIUS software through its
management system. The provider may provide this management system or one may
use their own embedded or third party RADIUS software.

When setting up this type of service, there needs to be a dedicated link that connects
the company computer network to the provider’s secure private network. For instance,
this may be an ISDN or a Frame Relay link.

BrightForms can then be configured to make a dial-up connection using the phone.

The dial-up connection may be set up with a modem to dial the provided phone
number and the RADIUS logon name and password.
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Connection via VPDN (Virtual Private Dial-up Network)

Remote-access, also called a virtual private dial-up network (VPDN), is a user-to-
LAN connection for connecting to the enterprise private network from various remote
locations.

VPDN’s provide secure connections, are cost-effective, and scalable; hence they are
thoroughly recommended as the method for synchronisation with BrightXpress.

Typically, a corporation that wishes to set up a large remote-access VPN will
outsource to an enterprise service provider (ESP). The ESP sets up a network access
server (NAS) and provides the remote users with client software for their devices. The
remote users can then dial a toll-free number to reach the NAS and use their VPN
client software to access the corporate network.

There are different ways in which encryption is done to secure data. Most VPN client
programs and VPN gateways do not support all the encryption methods.

Microsoft servers can be configured as VPN gateways that support the Point-To-Point
Tunnelling Protocol (PPTP), which is a Microsoft method for encrypting data to
create VPN’s.

Pocket PC has support for PPTP so that you can connect to VPN gateways that
support the PPTP protocol. Refer to Appendix (A) - How to configure VPN access
on Pocket PC, for more details.

PPTP is not the only method for encrypting data for VPN’s. Another popular method
is IP Security, or IPSec, and that is not supported by default on any Pocket PC device.
There are vendors that provide VPN clients for Pocket PCs that do support [PSec, and
which will work with many different VPN gateways.

Pocket PC 2003 has added support for IPSec, and for having multiple VPN access
configurations.

Conclusion

The requirement for data synchronisation is to have an open standard TCP/IP network
connection. Therefore there are multiple options for connecting the handheld devices
to BrightXpress.
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Appendix (A) — How to configure VPN access on Windows
Mobile Pocket PC

Windows Mobile Pocket PC has a Connection Manager that can be configured for
accessing what it refers to as two different types of networks. The first network is the
Internet itself, and secondly, what it refers to as the “Work Network™. It can organise
and automate connections.

The final sections of this appendix describe how to configure VPN access on
Windows Mobile 5, Pocket PC 2003 and 2002 respectively.

Working with Pocket PC Connection Manager

Initiating the connection to a corporate network varies depending on the type of server
you want to connect to.

There are two basic types of networks, My ISP (or Internet), and My Work Network.
The My ISP settings are for general network connections. For example, you would
put your dial-up network settings here for your personal Internet service provider. It is
through this type of network that you access resources with fully qualified domain
names (FQDN) such as http://www.yahoo.com or pop3.bellsouth.net. The second type
is Work. This is for non-FQDN resources, such as corp.servername or workpc.

If you want to retrieve email you need to create a service in Inbox for the email
server, and configure that service to use the Default Work Settings for the connection.
With the service properly configured you simply have to run a Send and Receive, and
a VPN connection will be automatically established.

If you want to open a web site on a corporate network using Pocket Internet Explorer,
simply enter the URL for the site in the address bar. If the server portion of the URL
is a short-name, for example http://myserver/index.html, then it will use My Work
Network. However, if the server portion of the URL is fully-qualified, which means
it has dots in it, that will be interpreted as server on the Internet.

This can be overridden in the Pocket PC, using the Advanced -> Select Networks ->

Exceptions. Here you are able to specify FQDN resources that you wish to access
using My Work Network.
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Instructions for configuring Windows Mobile 5 Pocket PC

Start Connection Manager by tapping Start -> Settings. Go to the Connections tab.
Select Connections. Tap on the Advanced tab to see the following dialog.

Connections

Select which networks are automatically used.

Select Networks

| Dialing Rules... |

Create exceptions Far intranet addresses.

| Exceptions... |

Advanced |

Tap on the Select Networks button.
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The following dialog will appear. In the second section for “Programs that
automatically connect to a private network should connect using:” tap on the Edit
button.

¥ -’.'lﬁettings V) ¢ 1:07 ok

Metwork Management e

Programs that autoratically connect ko the
Internet should connect: using:

My 15P -]

Edit.. || New.. |

Programs that autormatically connect to a
private network should connect using:

My Work Metwork
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On the My Work Network dialog, select the VPN tab. Then tap on the New button.

My Work Network

Tap and hold on an existing connection For
more opkions,

Marme Server
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The Make New Connection dialog will appear. In the Name field, enter a name for
your connection. This is free-form; what you enter is up to you, and it doesn’t matter
what you name it.

In the Host name / IP field, enter the public server address for your VPN service.

Finally, select either IPSec/L2TP or PPTP, depending on the protocol that your VPN
supports. Then tap the Next button.

Make New Connection

Marme: ||'-.-'|-5.- WEM
Host name IP: ||

YN bype: (@) IPSec/L2TP

) PPTP

A alwe[r[t[v[u]i[o]p]e
ran]a s [d] 7 [a[n]3 [K]1]-

shift| z [ [c[v[b[n]m];
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The next screen allows you to select the authentication type, and optionally enter a
pre-shared key. Enter the information according to your installed VPN service, and
then tap Next.

My ¥PN

Authenticate IPSec/LZTP connections using:
@ & certificate on this device
O & pre-shared key
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The final screen is for entering the login details. Finally, tap Finish.

My ¥PN

User name:

Password:

Darmnain:* |

* If provided by ISP or network administrakor,

A alwle [ [ty [ali[o]o]e
Tabla|s[d|[fla|h]|j]Kk][I]-
shitt| z [ [c[¥[b[n]m];

10
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You are now back at the My Work Network window. Tap OK.

{.’|5ettings & V) 46 1:32 bk

My Work Network

Tap and hold on an existing connection For
more opkions,

Marne Servear
(MY VPN FiySErver . com

[ Edit.. || New.. |

General | Modem | WPM | Proxy Settings

123|l:||w|e|r|t 1_|r|u|i|u
Tabla|s|d|[fla|h|j|k[1]-
shitt| z [ [c[¥[b[n]m];

11
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Instructions for configuring Pocket PC 2003

Start Connection Manager by tapping Start -> Settings. Go to the Connections tab.
Select Connections. The following dialog will appear.

£F o q¢11:34

Connections e

To set up ar change connection information,
tap one of the Following links.

My ISP
Add a new modem connection

My YWork MNetwork
fdd a new modem connection
Edit my WPH servers

Edit iy procey server
Manage existing connections

Tasks | Advanced |

12
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Under “My Work Network”, tap “Edit my VPN servers”. The following dialog will
appear.

£i3 |settings & 42 11:36

My Work Network e

To create a connection, kap Mew, Tap and
hold on an existing connection Far more
options,

armne Server

| Edit.. || New.. |

General | Madern | =] | Proxy Settings |
|«

Tap the New button, to create the VPN connection for connecting to the “Work
Network™.

57 o < 11:39
Make Mew Connection e
Marme: ||'-.-1\_|.- VPN |

Host namef I | |

YPM bype: @ IPSec/LZTP
{ ) PPTP
| Cancel || Back || Mext |

123/1[2]3]4]s]6[7[a]a]n]-]=]
Tabjg|wle[r|t[y|ufio]p[I
caPlals[d[f[a[n]j[k[1[;]"
shitfz[x[c[v[b[n]m].]. [/
culai] - [\ ] [4]1]

!

{—l—}

g
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You will then see a screen for you to enter a name for the VPN connection, which can
be anything that you want, and then a field to enter the name or IP address of the VPN
gateway that you connect to. You will most likely need to enter an IP address in that
field since the name of the gateway server is usually not provided to the Internet’s
domain name server. Finally, select the VPN type, and then tap “Next”. The next
screen allows you to select the authentication type, and optionally enter a pre-shared
key. Enter the information according to your VPN service, and then tap “Next”.

£ & 4 11:48
My ¥PN o

Authenticate IPSec/L2TP connections using:
@ A certificate on this device
O & pre-shared key

| Cancel || Back || Mext |

123/ 1|2]3]a]s]a[7[a|a]n]-]=]
Tablg|wle[r[t][y[ulifJo[p]|L
caP[a[s[af[f[a[h[j[k[1:]"
shiftfz[x[c[v[b[n[m]. . [. ]/
culai] " [\ ] [4]1]

!

(—l—}

g

The final screen is for entering the login details. Finally, tap “Finish”.

57 o < 11:56

My ¥PN o

User name: | |

Password: | |

Domain:* | |

* I provided by ISP or network administrator,

| Cancel || Back || Finish |

123/ 1|2]3]a]s]a[7[a|a]n]-]=]
Tabjq|wle[r|t[y|ufio]p[I
capla|s[d[f[a[h[i[k[I[:]"
shitfz[x[c[v[b[n]m].]. [/
culai] " [\ ] [4]1]

!

(—l—}

g
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If you are using a network adapter, either wired or wireless, to connect to a home
network and the Internet, tap the Proxy Settings tab and then tap the “This network
connects to the Internet” check box, and tap OK.

57 & 2 12207 (D
My Work Network e

This network connects to the Internet

|:| This network uses a proxy server to
connect bo the Internet

Prozy server:

| |

General | Madern | =] | Proxy Settings

E|A

Also, if you are using a network card, to make the connection you will also have to
configure the network card to use the Work settings. To do so, go to the “Advanced”
tab, and tap the “Network Card” button.

&g & 42 107 (D

Connections e

Metworks are groups of settings used by
programs to autornatically connect ko an ISP
ar private network,

ISEIEEI: Metworks I

Dialing rules determine how a number is dialed
from a specific location,

| Select Location |

Select what vour network. card connects to.

Metwork Card

Tasks | Advanced |

E|A
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Change the dropdown to “Work”.

£ & 42 1:10 (D

Configure Network Adapters a

My network card connects ko:

Work
The Internet

L2TP MDISW AR Miniport
Asynchac NODISW AR Miniport
PPTP MOISW AR Miniport
Bluetooth PAN User Driver

E|A

If want to use a dial-up connection to connect to the corporate network, add a new
modem connection to “My Work Network”, and create a new connection using
information from your Internet Service Provider.

57 & 2114 (D
Connections e

To sek up or change connection information,
tap one of the Faollowing links.

My ISP
Add a new modem conneckion

My Work Network

ladd a new modem conneckion]
Edit vy WP servers

Set up my proxy server
Manage existing connections

Tasks | Advanced |

E|A

16
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£ | setti o "% 1:16

Make Mew Connection e

Enter a name for the connection:
Select a modem:
|Ha3rez Cornpatible on COM1: v|

onnection

| Cancel || Back || Mext |

123)1|2]3la]s]e]|7[a|o]n]-]=]
Tablg|wle[r[t][y[ulifJo[p]|L
CAPlas|d|flalh[j[k[I[;]"
shiftfz[#[c[v[b[n]m]. . [/
culai] " [\ ] [4]1]

|
!

(—l—}

g

Instructions for configuring Pocket PC 2002

Start Connection Manager by tapping Start -> Settings. Go to the Connections tab.
Select Connections. The following dialog will appear.

Connections

When needed, automatically connect
ko The Internet using these setkings:

Modify... || Conneck |

wWhen needed, auktomatically connect
ko Work using these settings:

|W|:|rl< Settings v|

|Mudiﬁr... || Connect |

ia My nebwork card connects ba:
|W|:|rl< v|

Connections | Dialing Locations |

E|A

17
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Tap the Modify button in the middle section of Connection Manager, which
configures what we refer to as Work settings.

Connections

When needed, auktomatically connect
to The Internet using these settings:

|Interr'|et Settings v|

Modify... || Connect |

\When needed, automatically connect
ko wiork using these settings:

|W|:|rk Settings v|

I [

Ea My netwaork card connecks bo:
|W|:|rk v|

Connections | Dialing Locations |

E|A

At the bottom of the Work Settings screen tap the VPN tab, and then tap New.

Work Settings

Create a conneckion, or tap and hold on an
existing connection and select a desired action.

Server

General | Madern | =] | Proxy Settings |

E|A

18
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You will then see a screen for you to enter a name for the VPN connection, which can
be anything that you want, and then a field to enter the name or IP address of the VPN
gateway that you connect to. You will most likely need to enter an IP address in that

field since the name of the gateway server is usually not provided to the Internet's
domain name servers.

Make Mew Conneckion

Enter a name for the connection:

| Wy Connection

Host name or IP address of destination:

123)1|2]3[4]|s]a|7[a|o]0]-[=|a
Tablq|wle[r|t[y|ufio[p[I
capla|s[d[ffa[h[ifk[I[:]"
shiftfz[x[c[v[b[n]m].]. [/
ctfai] * [\ ] [4]1]

!

(—l—}

g

If you are using a network card, either wired or wireless, to connect to a home

network and the Internet, tap the Proxy Settings tab and then tap the “This network
connects to the Internet” check box, and tap OK.

SEI:l:ings % 4:16

Work Settings

This network connects to the Internet

|:| This network uses a proxy server to
connect bo the Internet

Prozy server:

Advanced...

GeneraI|Mndem|'-.-'PN |Pr|:ux';.-' Settings
123/ 1|2[3]4]s]e[7[a8]o|0]-]|=
Tablg|wle[r[t[y[ufifo[p[l

shift{ z[x [c[v[b][n[m],
ctlai] " [\ ] |

—
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Also, if you are using a network card, to make the connection you will also have to
configure the network card to use the Work settings, which you do by changing the
last drop-down on the Connection Manager (which is labelled “My network card
connects to:”) to Work.

Connections

When needed, auktomatically connect
to The Internet using these settings:

|Interr'|et Settings v|

Modify... || Connect |

\When needed, automatically connect
ko wiork using these settings:

|W|:|rk Settings v|

Modify... || Conneck |

Ea My netwaork card connecks bo:
Work

_ The Internet

E|A

If want to use a dial-up connection to connect to the corporate network, modify the
Work settings, and create a new connection on the Modem tab using information from
your Internet Service Provider.

Work Settings

Create a connection, or tap and hold on an
existing connection and select a desired action.

Murnber

When dialing: Automatically dial the best
number

General | Modem | =] | Proxy Settings |

E|A
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Make MNew Connection

Enter a name for the connection:

Select a modem:

|Hayez Cornpatible on COM1: v|
Baud rate:

| Cancel || Back || Mext |
123)1|2]3]4a]|s]a|7[a|o]n]-[=|a«
Tabla[wle|r[t[y[u]i[o[p[[]]
CaPlals[d[fa[h]j[k[I[:]"]
shittf z [z [c[v [b][n]m[, [. [/«
cufai] " [\ ] [4]1]e]=
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